
However, it is with the creation of the WWW (Word Wide Web) and the lifting of restrictions on the use
of Internet for commercial purposes that the electronic commerce we know, was developed. Currently,
Covid-19 has caused a significant increase in electronic commerce through online sites, applications or
social networks, evidencing that electronic commerce is key to business continuity.

To achieve business success and provide users with greater legal security in online transactions, it is
necessary to comply with various legal provisions. In this regard, the applicable legal provisions must
be complied with, mainly the Law on Trademarks and Other Distinctive Signs, Law No. 7978, the Law of
Copyright and Related Rights, Law No. 6683, the Law of Promotion of the Competition and Effective
Consumer Defense, No. 7472, and its Regulations, specifically Chapter X on consumer protection in the
context of electronic commerce, the Personal Data Protection Law, Law No. 8968 and its Regulations,
among many others. Therefore, it is essential to obtain advice from lawyers the specialize in this field. 

LEGAL CONSIDERATIONS ON
ELECTRONIC COMMERCE,

INTELLECTUAL PROPERTY, CONSUMER
PROTECTION AND PERSONAL DATA

he foray into the internet and new technologies in the early nineties, for many entrepreneurs
demanded a change in their business model to adapt to the new needs of consumers and
users. Historically, electronic commerce was called “electronic exchange of information”,
known as EDI (electronic data interchange).
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WHAT SHOULD YOU KNOW?



Intellectual property in electronic commerce is highly relevant because it presumes the sale of
products and services based on intellectual property. For example, images, photos, music,
computer programs, brands, designs, etc.

Initially, it is important to take inventory of your intellectual property assets. Accordingly, it is
advisable that you list the distinctive signs that your company uses; inventions you have made that
may be patentable inventions; any element that constitutes a copyright, such as computer
programs; any trade secrets of value to the company, such as product formulas, customer lists, or
business strategies; as well as any contract that affects intellectual property assets such as the
design contract of your website, non-disclosure agreements or agreements with employees.

When creating your website, make sure you know whether the presentation and content of your
website belongs to you. It is necessary to have the authorization to use any photo, video, music
track, computer program, among others. Take into consideration that the fact that the material is
available on the internet does not make it public domain. If you use distinctive signs that belong to
another company, confirm in advance that you have it’s authorization to make use of them.

When selecting and registering a domain name, make sure it is distinctive enough to also be
protected as a trademark. The use of generic or common names will not allow you to prevent third
parties from using  the terms in your domain.

In the subscription of any contract, such as license agreements, non-disclosure agreements or
software development agreements, it is essential that you specify who the owner of the intellectual
property is and how it will be managed going forward. Pay special attention to clauses that may
limit your ability to sell, license, or assign intellectual property assets.
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In e-commerce transactions, merchants must inform the consumer in a clear, precise, easily
accessible manner and plain language about the goods and services offered. Likewise, they must
clearly and completely inform the consumer of the terms and conditions of the transaction, the total
price, the mechanisms for making claims, the security of the means of payment and the technology
that is being used, among many other aspects.

In the case of advertising, misleading advertising is prohibited, and special attention should be paid
to advertising directed at minors, vulnerable or disadvantaged consumers.

In addition, companies must pay attention to the protection of personal data that they request or
preserve in their electronic commerce platform. In this area, numerous transactions are carried out,
where user data is collected. Did you know that the collection of sensitive data without informed
consent, the use of data for purposes other than those for which it was collected or the transfer to
third parties without consent, entails fines? In addition to the above, it is necessary to have a privacy
policy, cookie policy and the preparation of the corresponding notices of the general contracting
conditions.

Failure to comply with the applicable legal provisions carries a risk of imposing financial sanctions
that could impact your business. Therefore, it is prudent to seek advice prior to your foray into e-
commerce.

If you have any questions, do not hesitate to contact us.
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